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ENGROSSED SECOND SUBSTI TUTE HOUSE BI LL 1888

AS AMVENDED BY THE SENATE

Passed Legislature - 2005 Regul ar Session

State of WAshi ngt on 59th Legislature 2005 Regul ar Sessi on
By House Commttee on Appropriations (originally sponsored by
Representatives N xon, Mrris, Hunter, B. Sullivan, Sinpson, O nsby,
Morrell, Hal er, d i bborn, Eri cks, WIIlians, Darneille, Dunn,

Di ckerson, P. Sullivan, G een and Hudgi ns)

READ FI RST TI ME 03/ 04/ 05.

AN ACT Relating to electronic mail fraud; amendi ng RCW 19. 190. 010;
addi ng new sections to chapter 19.190 RCW and prescribing penalties.

BE | T ENACTED BY THE LEG SLATURE OF THE STATE OF WASHI NGTON:

Sec. 1. RCW19.190.010 and 2003 ¢ 137 s 2 are each anended to read
as follows:

The definitions in this section apply throughout this chapter
unl ess the context clearly requires otherw se.

(1) "Assist the transm ssion” neans actions taken by a person to
provi de substantial assistance or support which enabl es any person to
fornul ate, conpose, send, originate, initiate, or transmt a comerci al
el ectronic mail nessage or a commercial electronic text nessage when
t he person providing the assistance knows or consciously avoids know ng
that the initiator of the commercial electronic mail nessage or the
comrercial electronic text nessage i s engaged, or intends to engage, in
any practice that violates the consunmer protection act. "Assist the
transm ssion"” does not include any of the following: (a) Activities of
an_ electronic mil service provider or other entity who provides
internediary transm ssion service in sending or receiving electronic
mail, or provides to users of electronic mail services the ability to

p. 1 E2SHB 1888. SL
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send, receive, or conpose electronic nmail; or (b) activities of any
entity related to the design, nanufacture, or distribution of any
technol ogy, product, or conponent that has a commercially significant
use other than to violate or circunvent this section.

(2) "Comrercial electronic nmail nessage" neans an el ectronic nail
message sent for the purpose of pronoting real property, goods, or
services for sale or |ease. It does not nean an electronic mai
message to which an interactive conputer service provider has attached
an advertisenent in exchange for free use of an electronic mail
account, when the sender has agreed to such an arrangenent.

(3) "Commercial electronic text nessage"” neans an el ectronic text
message sent to pronote real property, goods, or services for sale or
| ease.

(4) "Electronic mail address" neans a destination, comonly
expressed as a string of characters, to which electronic nmail may be
sent or delivered.

(5) "Electronic mail nessage"” neans an el ectronic nessage sent to
an_electronic mail address and a reference to an internet domain,
whet her or not displayed, to which an electronic nail nessage can be
sent or delivered.

(6) "Electronic text nessage" neans a text nessage sent to a
cel lul ar tel ephone or pager equipped with short nessage service or any
simlar capability, whether the nessage is initiated as a short nessage
service nessage or as an electronic mail nessage.

((66))) (7) "Initiate the transm ssion” refers to the action by the
original sender of an electronic mail nessage or an electronic text
message, not to the action by any intervening interactive conputer
service or wireless network that may handle or retransmt the nessage,
unl ess such intervening interactive conputer service assists in the
transm ssion of an electronic mil nessage when it knows, or
consci ously avoids know ng, that the person initiating the transm ssion
i's engaged, or intends to engage, in any act or practice that violates
t he consuner protection act.

((6H)) (8) "Interactive conputer service" neans any information
service, system or access software provider that provides or enables
conputer access by multiple users to a conputer server, including
specifically a service or systemthat provides access to the internet

E2SHB 1888. SL p. 2
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and such systens operated or services offered by libraries or
educational institutions.

((68))) (9) "Internet" neans collectively the nyriad of conputer
and telecomunications facilities, including equipnent and operating
software, that conprise the interconnected world w de network of
networks that enploy the transmssion control protocol/internet
protocol, or any predecessor or successor protocols to such protocol,
to communicate infornmation of all kinds by wire or radio.

(10) "Internet domain nane" refers to a globally unique,
hi erarchical reference to an internet host or service, assigned through
centralized internet namng authorities, conprising a series of
character strings separated by periods, with the right-nost string
specifying the top of the hierarchy.

((€9))) (11) "Person" neans ((a—person—corporation—partnership-
er—assoeetatt+on)) an individual, corporation, business trust, estate,

trust, partnership, limted liability conpany, association, |oint
vent ur e, gover nnent , gover nnent al subdi vi si on, agency or
instrunentality, public corporation, or any other legal or comerci al
entity.

(12) "Personally identifying information" neans an individual's:
(a) Social security nunber; (b) driver's license nunber; (c) bank
account nunber; (d) credit or debit card nunber; (e) personal
identification nunber; (f) autonmated or electronic signature; (q)
uni que bionetric data; (h) account passwords; or (i) any other piece of
information that can be used to access an individual's financial
accounts or to obtain goods or services.

(13) "Web page" neans a location, with respect to the world w de
web, that has a single uniform resource locator or other single
| ocation with respect to the internet.

NEW SECTION. Sec. 2. A new section is added to chapter 19.190 RCW
to read as foll ows:

It is a violation of this chapter to solicit, request, or take any
action to induce a person to provide personally identifying information
by neans of a web page, electronic nmail nessage, or otherw se using the
internet by representing oneself, either directly or by inplication, to
be another person, wthout the authority or approval of such other
per son.

p. 3 E2SHB 1888. SL
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NEW SECTION. Sec. 3. A new section is added to chapter 19.190 RCW
to read as foll ows:

(1) A person who is injured under this chapter may bring a civi
action in the superior court to enjoin further violations, and to seek
up to five hundred dollars per violation, or actual damages, whichever
is greater. A person who seeks danages under this subsection may only
bring an action against a person or entity that directly violates
section 2 of this act.

(2) A person engaged in the business of providing internet access
service to the public, an owner of a web page, or trademark owner who
is adversely affected by reason of a violation of section 2 of this
act, may bring an action against a person who violates section 2 of
this act to:

(a) Enjoin further violations of section 2 of this act; and

(b) Recover the greater of actual damages or five thousand dollars
per violation of section 2 of this act.

(3) In an action under subsection (2) of this section, a court may
increase the damages up to three tinmes the damages allowed by
subsection (2) of this section if the defendant has engaged in a
pattern and practice of violating this section. The court may award
costs and reasonable attorneys' fees to a prevailing party.

NEW SECTION. Sec. 4. A new section is added to chapter 19.190 RCW
to read as foll ows:

The legislature finds that the practices covered by this chapter
are matters vitally affecting the public interest for the purpose of
appl ying the consuner protection act, chapter 19.86 RCW A violation
of this chapter is not reasonable in relation to the devel opnent and
preservation of business, and is an unfair or deceptive act in trade or
coomerce and an unfair method of conpetition for the purpose of
appl yi ng the consunmer protection act, chapter 19.86 RCW

NEW SECTION. Sec. 5. A new section is added to chapter 19.190 RCW
to read as foll ows:

It is the intent of the legislature that this chapter is a matter
of statew de concern. This chapter supersedes and preenpts all rules,
regul ati ons, codes, ordinances, and other |aws adopted by a city,

E2SHB 1888. SL p. 4



w N

~N o 01 b~

county, city and county, nunicipality, or |ocal agency regarding the
practices covered by this chapter and notices to consuners from
conputer software providers regarding information collection

NEW SECTION. Sec. 6. If any provision of this act or its
application to any person or circunstance is held invalid, the
remai nder of the act or the application of the provision to other

persons or circunstances is not affected.

Passed by the House April 18, 2005.

Passed by the Senate April 7, 2005.

Approved by the Governor May 10, 2005.

Filed in Ofice of Secretary of State May 10, 2005.
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